
Agreement between

the lnst¡tuto de Contabilidad y Auditoría de Cuentas in Spain and

the Public Company Accounting Oversight Board in the United States of
America on the Transfer of Certain Personal Data

El lnst¡tuto de Contabilidad y AuditorÍa de cuentas (ICAC)

and

the Public Company Account¡ng Overs¡ght Board (PCAOB),

each a "Party'', together the "Parties",

acting in good faith, will apply the safeguards specified in th¡s data protection agreement ("Agreement")

relat¡ng to the transfer of personal data,

recognizing the ¡mportance of the protect¡on of personal data and of having robust regimes in place for

the protect¡on of personal data,

having regard to Art¡cle 45(3) of the Regulation (EUl 2OL6/679 of the European Parl¡ament and of the

Council of 27 Agril 2016 on the protect¡on of natural persons with regard to the processing of personal

data and on the free movement of such data, and repealing D¡rect¡ve 95/46/Ec ("General Data

Protect¡on Regulation" or "GDPR"),

having regard to Regulat¡on (EUl n" 53712074 of the European Parliament and of the Council of 15 April

2014 on specific requirements regard¡ng statutory aud¡t of public-interest entit¡es and repeal¡ng

Commission Dec¡s¡on 2OO5/909/EC and Art¡cle 47 of Directive 2OO6l43lEC of the European Parl¡ament

and of the Council of 16 May 2006, amended by Directive 2014/56/EU of 16 Apr¡l 2014,

having regard to the PCAOB'S responsibilit¡es and authority under the Sarbanes-Oxley Act of 2002, as

amended (the "Sarbanes-Oxley Act"),

having regard to the relevant legal framework for the protect¡on of personal data in the jurisdict¡on of

the Parties and acknowledging the ¡mportance of regular dialogue between the Parties,

having regard to the need to process personal data to carry out the public mandate and the exercise of

official author¡ty vested in the Parties, and

having regard to the need to ensure eff¡c¡ent ¡nternational cooperation between the Part¡es acting ¡n

accordance with their mandates as defined by applicable laws,
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have reached the following understand¡ng:



ARTICIE I. DEFINITIONS

For purposes of this Agreement:

(a) "Personal Data" means any information relat¡ng to an identified or ídentifiable natural person ("Data

Subject"); an identifiable natural person is one who can be identif¡ed, directly or indirectly, ln particular

by reference to an ¡dentifier such as a name, location data, an identification number or to one or more

factors specif¡c to his/her physical, physiological, mental, econom¡c, cultural or social identity;

(b) "Processing of Personal Data" ("Processing") means any operat¡on or set of operations which is

performed on Personal Data or on sets of Personal Data, whether or not by automated means, such as

collection, recording, organisation, structur¡ng, storage, adaptation or alteration, retrieval, consultat¡on,

use, d¡sclosure by transm¡ss¡on, disseminat¡on or otherwise making available, al¡gnment or comb¡nat¡on,

restr¡ct¡on of processing, erasure or destruction;

(d) "sharing of Personal Oata" means the sharing of Personal Data by a receiving Party with a third party

in its country consistent w¡th Art¡cle lv. D and Art¡cle vl of the SOP;

(e) "special categories of Personal Data/Sensitive Data" means data revealing racial or ethnic origin,

political opinions, religious or philosophical beliefs or trade union membership and data concerning

health or sex life and data relating to criminal convict¡ons and offences or related secur¡ty measures

based on Art¡cles 9(1) and 10 of the GDPR ¡n relat¡on to individuals;

(f) The "Span¡sh Data Protect¡on Lau/' means the Organ¡c Law 3/2018, 5 December, on the Protection of

personal data and guarantee of dig¡tal rights;

Gl "SOP" or "statemeng means the Statement of Protocol between the PCAOB and the ICAC to

facilitate cooperat¡on and the exchange of information

(h) "Personal Data Breach" means a breach of security lead¡ng to the accidental or unlawful destruction,

loss, alteratíon, unauthor¡sed disclosure of, or access to, Personal Data transmitted, stored or otherw¡se

processed;

(i) "Profilin(' means any form of automated processing of Personal Data consisting of the use of Personal

Data to evaluate certa¡n personal aspects relat¡ng to a natural person, in part¡cular to analyse or pred¡ct

aspects concerning that natural person's performance at work, economic s¡tuation, health, personal

preferences, interests, reliab¡lity, behaviour, locat¡on or movements:

0) "Oata Subject R¡ghts" in this Agreement refers to the followingl:

- "R¡Bht not to be sub¡ect to automated decisions, including profiling" means a Data Subject's riSht not to

be subject to legal decisions being made concern¡ng him or her based solely on automated processing;
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l These rights arise from the GDPR (See GDPR Chapter lll)

(c) 'The Spanish Data Protect¡on Authority'' means the Spanish Data Protect¡on Agency (AEPD);



- "Right of Access" means a Data Subject's r¡ght to obtain from a Party confirmation as to whether or not

Personal Data concerning him or her are being processed, and where that is the case, to access the

Personal Data;

- "Right of Erasure" means a Data Subject's right to have his or her Personal Data erased by a Party where

the Personal Data are no longer necessary for the purposes for which they were collected or processed,

or where the data have been unlawfully collected or processed;

- "Right of Objection" means a Data Subject's r¡ght to object, on grounds relating to his or her part¡cular

situat¡on, at any time to processing of Personal Data concern¡ng him or her by a Party, except in cases

where there are compelling legitimate grounds for the process¡ng that override the grounds put forward

by the Data Subject or for the establishment, exercise or defence of legal claims;

- "R¡ght of Rectification" means a Data Subject's r¡Bht to have the Data Subject's inaccurate personal data

corrected or completed by a Party without undue delay;

- "Right of Restr¡ction of Processing" means a Data Subject's right to restr¡ct the processing of the Data

Subject's Personal Data where the Personal Data are ¡naccurate, where the process¡ng is unlawful, where

a Party no longer needs the Personal Data for the purposes for which they were collected or where the

Personal Data cannot be deleted.

ARTICLE II- PURPOSE AND SCOPE OF THE AGREEMENT

The purpose of this Agreement is to prov¡de appropriate safeguards with respect to Personal Data

transferred by the ICAC to the PCAOB pursuant to Article a6(3Xb) of the GDPR and in the course of

cooperation pursuant to the SOP. The Part¡es agree that the transfer of Personal Data by the ICAC to the

PCAOB shall be governed by the provisions of this Agreement and are committed to having in place the

safeguards described in this Agreement for the Processing of Personal Data in the exercise of the¡r

respective regulatory mandates and responsibilities. This Agreement ¡s ¡ntended to supplement the SOP

between the Parties.

Each Party confirms that it has the authority to act consistently with the terms of this Agreement and

that ¡t has no reason to bel¡eve that existing applicable legal requirements prevent it from doing so.

Th¡s Agreement does not create any legally binding obligations, confer any legally binding rights, nor

supersede domestic law. The Part¡es have implemented, with¡n their respect¡ve jur¡sd¡ctions, the

safeguards set out in th¡s Agreement in a manner consistent with applicable legal requirements. Part¡es

provide safeguards to protect Personal Data through a comb¡nation of laws, regulations and the¡r own

¡nternal policies and procedures.

- "Right of Informat¡on" means a Data Subject's right to rece¡ve information on the processing of Personal

Data relat¡ng to him or her in a conc¡se, transparent, intelligible and easily accessible form;
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ARTICLE III - DATA PROCESSING PRINCIPLES

2. Data quality and proportionality: The Personal Data transferred by the ICAC must be accurate and

must be adequate, relevant and not excessive in relation to the purposes for which they are transferred

and further processed. A Par§ will inform the other Party if ¡t learns that previously transmitted or

received information ¡s inaccurate and/or must be updated. ln such case, the Parties will make any

appropriate correct¡ons to their respective files, having regard to the purposes for which the Personal

Data have been transferred, which may include supplementing, erasing, restr¡cting the processing of,

correcting or otherwise rectifying the Personal Data as appropriate.

The Parties acknowledge that the PCAOB primarily seeks the names, and information relating to the

professional activities, of the individual persons who were responsible for or participated in the audit

engagements selected for review dur¡ng an inspection or an investigat¡on, or who play a s¡gn¡ficant role

ln the auditor's management and quality control. Such information would be used by the PCAOB in order

to assess the degree of compliance of the registered aud¡tor w¡th the Sarbanes-Oxley Act, the secur¡ties

laws relating to the preparation and issuances of audit reports, the rules of the PCAOB, the rules of the

SEC and relevant professional standards in connection with ¡ts performance of audits, issuances of audit

reports and related matters ¡nvolving issuers (as defined ¡n the Sarbanes-Oxley Act).

The Personal Data must be kept in a form which perm¡ts identification of Data Subjects for no longer

than is necessary for the purposes for which the data were collected or for which they are further

Processed, or for the time as required by applicable laws, rules and regulat¡ons. The Parties shall have in

place appropriate record disposal procedures for all ¡nformation received pursuant to th¡s Agreement.

3. Transparency: Both Parties will provide general notice by publishing this Agreement on the¡r websites.

The ICAC also will provide to Data Subiects information relating to the transfer and further Processing of

Personal Data. The ICAC w¡ll in principle provide general notice to Data Subjects about: (a) how and why

it may Process and transfer Personal Data; (b) the type of entities to which such data may be transferred,

(c) the rights available to Data Subjects under the applicable legal requirements, ¡ncluding how to

exercise those rights; (d) informat¡on about any applicable delay or restr¡ctions on the exercise of such

rights, including restrict¡ons that apply in the case of cross-border transfers of Personal Data; and (e)

contact details for subm¡tt¡ng a d¡spute or claim. This not¡ce will be effected by publication of th¡s

information by the ICAC on its website along w¡th this Agreement. The PCAOB also will publish on its

webs¡te appropriate ¡nformation relat¡ng to its process¡ng of Personal Data, ¡ncluding information noted

above, as described in this Agreement.
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1. Purpose l¡m¡tation: Personal Data transferred by the ICAC to the PCAOB may be processed by the

PCAOB itself only to fulf¡ll its audit regulatory funct¡ons in accordance with the Sarbanes-Oxley Act, ¡.e.,

for the purposes of auditor oversight, inspections and ¡nvestigat¡ons of registered aud¡tors subject to the

regulatory jurisdiction of the PCAOB and the ICAC. The onward Sharing, including the purpose for such

Sharing, of such data by the PcAoB, will be cons¡stent w¡th the Sarbanes-Oxley Act, and is governed by

paragraph 7 below. The PCAOB will not process Personal Oata ¡t receives from the ICAC for any purpose

other than as set forth in this Agreement.



4. Security and confidentiality: The Parties acknowledge that in Annex I the PCAOB has provided

information describing its techn¡cal and organ¡zat¡onal security measures deemed adequate by the ICAC

to guard against accidental or unlawful destruct¡on, loss, alteration, disclosure of, or access to, the

Personal Data. The PCAOB agrees to notify the ICAC of any change to the technical and organ¡zational

security measures that would adversely affect the protect¡on level afforded for Personal Data by this
Agreement and will update the informat¡on in Annex I in accordance w¡th Article lV.C of the SOP if such

changes are made. ln the case that the PCAOB provides such not¡fication to the ICAC, the ICAC would

notify the Spanish Data Protect¡on Authority of such changes.

The PCAOB has provided to the ICAC a description of ¡ts applicable laws and/or rules relating to

confidential¡ty and the consequences for any unlawful disclosure of non-public or confidential

information or suspected violations of these laws and/or rules.

ln the case where a receiving Party becomes aware of a Personal Data Breach affecting Personal Data

that has been transferred under th¡s Agreement, ¡t w¡ll without undue delay and, where feasible, not

later than 24 hours after having become aware that ¡t affects such Personal Data, notify the Personal

Data Breach to the other Party. The notifying Party shall also as soon as possible use reasonable and

appropriate means to remedy the Personal Data Breach and minim¡ze the potent¡al adverse effects.

5. Data Subject R¡ghts: A Data Subject whose Personal Data has been transferred to the PCAOB can

exercise his/her Data Subject Rights as defined in Article l[) including by request¡ng that the ICAC identify

any Personal Data that has been transferred to the PCAOB and requesting that the ICAC confirm with the

PCAOB that his/her Personal Data ¡s complete, accurate and, if applicable, up-to-date and the Processing

is in accordance with the Personal Data Processing pr¡nc¡ples in this Agreement. A Data Subject may

exercise his/her Data Subject R¡ghts by making a request d¡rectly to the ICAC:

- by e-mail to Secretaría.general@icac.gob.es;

- by post to:
lnstituto de Contabilidad y Auditoría de Cuentas - Secretaría General

C/ Huertas ?.6,28014 MADRID (Spain)

The PCAOB will address in a reasonable and timely manner any such request from the ICAC concerning

any Personal Data transferred by the ICAC to the PCAOB. Either Party may táke appropriate steps, such

as charging reasonable fees to cover adm¡nistrat¡ve costs or declining to act on a Data Subject's request

that is man¡festly unfounded or excessive.

5

lndividual notice will be provided to Data Subjects by the ICAC in accordance with the notificat¡on

requirements and applicable exemptions and restristions in the GDPR (as set forth in Articles t4 and 23

of the GDPR). lf after consideration of any applicable exemptions to individual not¡fication and in the

light of discussions with the PCAOB, the ICAC concludes that it is required under the GDPR to inform a

Data Subject of the transfer of his/her Personal Data to the PCAOB, the ICAC will not¡fy the PCAOB in

advance of making such individual notification.

Contact details for the ICAC:



should the Data subject wish to contact the PCAoB, he/she may send an email to
personaldata@pcaobus.org.

Safeguards relating to Data Subject Rights are subject to a Party's legal obligation not to disclose

confidential information pursuant to professional secrecy or other legal obligations. These safeguards

may be restricted to prevent prejudice or harm to supervisory or enforcement funct¡ons of the Parties

act¡ng ¡n the exercise of the official authority vested in them, such as for the monitoring or assessment of

compliance with the Party's applicable laws or prevent¡on or invest¡gation of suspected offenses; for

important object¡ves of general publ¡c interest, as recognized in the United States and in Spain or in the

European Union, includ¡ng in the spirit of rec¡procity of internat¡onal cooperation; or for the supervision

of regulated individuals and entities. The restriction should be necessary and provided by law, and will

continue only for as long as the reason for the restrict¡on continues to exist.

The ICAC w¡ll provide information to the Data Subject on the action taken on a request under Art¡cles 15

to 22 of the GDPR without undue delay and ¡n any event within one month of receipt of the request. That

period may be extended by two further months where necessary, taking into account the complex¡ty and

number of requests. The ICAC will inform the Data Subject of any such extension with¡n one month of
rece¡pt of the request. lf the ICAC and/or the PCAOB does not take action on the request of the Data

Subject, the ICAC will inform the Data Subject w¡thout delay and at the latest w¡thin one month of

receipt of the request of the reasons for not taking action and on the possibility of lodging a complaint

with the Spanish Data Protection Author¡ty and seeking a jud¡c¡al remedy or before the complaint

mechanism established with¡n the PCAOB. Any dispute or claim brought by a Data Subject concerning the

process¡ng of his or her Personal Data pursuant to th¡s Agreement may be made to the ICAC, the PCAOB

or both, as applicable and as set out ¡n Sect¡on 8.

The PCAOB agrees that it will not take a legal decision concerning a Data Subject based solely on

automated processing of Personal Data, including Profiling, without human involvement.

5. Special categories of Personal Data/Sensitive Data: Spec¡al categories of Personal Data/Sens¡tive

Data, as defined in clause l(e), shall not be transferred by the ICAC to the PCAOB.

7. Onward Sharing of Personal Data: The PCAoB will only Share Personal Data received from the lcAc

w¡th those entities identif¡ed in Art¡cle v.c and D of the soP.'z In the event that the PcAoB ¡ntends to

Share any Personal Data with any third party identified ¡n Art¡cle V.D of the SOP, other than the U.S.

Securit¡es and Exchange Comm¡ss¡on, the PCAOB will request the prior wr¡tten consent of the ICAC and

will only Share such Personal Data if the third party provides appropriate assurances that are consistent

with the safeguards in this Agreement. When requesting such prior wr¡tten consent, the PCAOB should

indicate the type of personal data that it intends to Share and the reasons and purposes for which the

PCAOB intends to Share Personal Data. lf the ICAC does not prov¡de its wr¡tten consent to such Sharing

w¡th¡n a reasonable time, not to exceed ten days, the PCAOB will consult with the ICAC and consider any

objections it may have. lf the PCAOB decides to Share the Personal Data without the ICAC written

, Ent¡ties with whom the PCAOB is permitted by U.S. law to onward Share conf¡dential informat¡on are described ¡n

Annex ll.
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Before Shar¡ng Personal Data w¡th the U.S. Securities and Exchange Commiss¡on, the PCAOB will obtain

from the U.S. Securities and Exchange Commission appropriate assurances that are consistent w¡th the

safeguards in this Agreement. ln addit¡on, the PCAOB will periodically inform the ICAC of the nature of

Personal Data Shared and the reason it was Shared if the PCAOB has Shared any Personal Data subject to

this Agreement with the U.5. Secur¡t¡es and Exchange Commission, if provid¡nB such informat¡on will not

risk jeopardizing an ongoing investigation. Such restr¡ction regarding ¡nformation related to an ongoing

invest¡gation will cont¡nue only for as long as the reason for the restriction continues to exist.

A Data Subject may request from the ICAC certa¡n ¡nformation related to his or her Personal Data that

has been transferred by the ICAC to the PCAOB ¡n the course of cooperation pursuant to the SOP. lt shall

be the respons¡b¡lity of the ICAC to provide such information to the Data Subject in accordance with

applicable legal requirements ¡n the GDPR and the Span¡sh Data Protection Law. Without prejud¡ce to the

previous paragraph, upon receipt of a request from a Data Subject, the ICAC may request from the

PCAOB information related to the PCAOB'S onward Sharing of such Personal Data in order for the ICAC to

comply w¡th ¡ts disclosure obl¡gations to the Data Subject under the GDPR and Spanish Data Protection

Law. Upon receipt of such a request from the ICAC, the PCAOB shall provide to the ICAC any information

that has been made ava¡lable to the PCAOB concerning the processing of such Personal Data by a third

party w¡th whom the PCAOB has Shared such Personal Data.

8. Redress: Any dispute or claim brought by a Data Subject concerning the processing of his or her

Personal Data pursuant to this Agreement may be made to the ICAC, the PCAOB, or both, as may be

applicable. Each Party will inform the other Party about any such dispute or claim, and will use its best

efforts to amicably settle the dispute or claim in a timely fashion.

Any concerns or complaints regarding the Processing of Personal Data by the PCAOB may be reported

d¡rectly to the PCAOB Center for Enforcement Tips, Referrals, Compla¡nts and Other lnformation,

specifically through the Tips & Referral Center, where information may be provided through an online

form on the web site, or via electronic ma¡|, letter or telephone, or, alternatively may be provided to the

ICAC by sending such information to secretaría.general@icac.gob.es. The PCAOB will inform the ICAC of

reports it receives from Data Subjects on the Processing of his/her Personal Data that was received by

the PCAOB from the ICAC and will consult w¡th the ICAC on a response to the matter.

lf a Party or the Part¡es is/are not able to resolve a concern or compla¡nt made by a Data Subject

regarding the Process¡ng of Personal Data by the PCAOB received through the T¡ps & Referral Center and

the Data Subject's concern or complaint is not manifestly unfounded or excessive, a Data Subject, the

Party or Part¡es may use an appropriate d¡spute resolut¡on mechanism conducted by an ¡ndependent
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consent, the PCAOB will notify the ICAC of its intention to Share. The ICAC may then decide whether to

suspend the transfer of Personal Data and, to the extent that it decides to suspend such transfers, the

ICAC will inform accordingly the Spanish Data Protection Authority. Where the appropriate assurances

referred to above cannot be provided by the third party, the Personal Data may be Shared with the th¡rd

party in except¡onal cases if sharing the Personal Data ¡s for ¡mportant reasons of public ¡nterest, as

recognized ¡n the Un¡ted States and ¡n Spain or in the European Union, including in the spirit of

rec¡proc¡ty of ¡nternational cooperation, or ¡f the shar¡ng ¡s necessary for the establishment, exercise or

defense of legal claims.



function within the PCAOB. The dec¡sion reached through this dispute resolution mechanism may be

submitted to a second independent review, which would be conducted by a separate independent

funct¡on. The dispute resolut¡on mechan¡sm and the process for the second review are descr¡bed in

Annex lll to th¡s Agreement. Under th¡s Agreement, the Data Subject may exercise his or her rights for
judicial or administrative remedy (including damages) according to Spanish Data Protection Law. ln

situations where the ICAC is of the view that the PCAOB has not acted consistent with the safeguards set

out in this Agreement, the ICAC may suspend the transfer of Personal Data under this Agreement unt¡l

the ¡ssue is sat¡sfactorily addressed and may inform the Data Subject thereof. Before suspending

transfers, the ICAC will discuss the ¡ssue with the PCAOB and the PCAOB will respond without undue

delay.

9. Orersight: Each Party will conduct periodic rev¡ews of its own policies and procedures that ¡mplement

the safeguards over Personal Data descr¡bed in the Agreement. Upon reasonable request from the other
party, a Party will review its policies and procedures to ascerta¡n and confirm that the safeguards

specified ¡n this Agreement are being ¡mplemented effect¡vely and send a summary of the review to the

other Party.

Upon request by the ICAC to conduct an independent rev¡ew of the compliance with the safeguards in

the Agreement, the PCAOB will not¡fy the Office of lnternal Oversight and Performance Assurance

("|OPA"), wh¡ch ¡s an independent office of the PCAOB, to perform a review to ascertain and confirm that

the safeguards in this Agreement are being effectively ¡mplemented. IOPA will conduct the review

according to the procedures and standards establ¡shed and used by IOPA to perform ¡ts regular mandate,

as further described in Annex lV to th¡s Agreement. For purposes of its independent review, IOPA will be

informed of any dispute or claim brought by a Data Subject concerning the processing of his or her

personal Data pursuant to sect¡on 8 of th¡s Article, including PCAOB staff act¡ons taken to implement

decisions resulting from a d¡spute resolut¡on mechanism. IOPA will provide a summary of the results of

its rev¡ew to the ICAC once the PCAOB's governing Board approves the d¡sclosure of the summary to the

rcAc.

Where the ICAC has not received the IOPA'S results of ¡ts review and is of the view that the PCAOB has

not acted consistent with the safeguards specific to its obl¡gations under th¡s Agreement, the ICAC may

suspend the transfer of Personal Data to the PCAOB under th¡s Agreement until the issue ¡s sat¡sfactor¡ly

addressed by the PCAOB. Before suspending transfers, the ICAC will discuss the issue with the PCAOB

and the PCAOB will respond w¡thout undue delay. ln the event that the ICAC suspends the transfer of
personal Data to the PCAOB, or resumes transfers after any such suspension, the ICAC shall promptly

inform the Spanish Data Protect¡on Authority.

ARTICLE IV- ENTRY INTO EFFECT AND TERMINATION

This Agreement comes into force from the date of signature and shall remain in force only during the

period the SOP is also in force. The Part¡es may consult and rev¡se the terms of this Agreement under the

same conditions as set forth in Article vll.B of the 50P.
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Th¡s Agreement may be terminated by e¡ther Party at any time. After term¡nat¡on of this Agreement, the

Parties shall continue to ma¡nta¡n as confident¡el, consistent with Articles Vll.C, lV and V of the SOP, any

¡nformation provided under the SOP. After terminet¡on of this Agreement, any Personal Data prev¡ously

transferred under this Agreement w¡ll cont¡nue to be handled by the PCAOB accord¡ng to the safeguards

set forth ¡n this Agreement. The Parties acknowledge that, under section 105(bX5) of the Sarbanes-Oxley

Act, termination of this Agreement and the SOP would limit the PCAOB'S ability to share confidential

¡nformation with the ICAC ¡n connection with applying the relevant safeguards set forth in th¡s

Agreement.

The ICAC will promptly notify the Spanish Data Protection Authority of any amendment or termination of

this Agreement.

ARNCIE V. OTHER

This Agreement shall be drawn up in English and in Spanish, both texts being equally authoritative.

ntiago Durán ínguez

President
tcAc
(lnst¡tuto de contabil¡dad y Auditoría de cuentas)

Date: ,biS 2025 Date to 25

Erica Y. Williams
Cha¡r

PCAOB

(Public Company Accounting Oversight Board)
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Annexes to
the Agreement betwe€n the Accounting and Auditing lnstitute in SPain and

the Public Company AccountinS Overs¡tht Board ¡n the United States of America
on the Transfer of Certain Personal Data

Annex l: PCAOB Descr¡pt¡on of lnformation Technology Systems/Controls ICONFIDENTIAL]

Annex ll: List of Ent¡ties w¡th whom the PCAOB ¡s permitted to onward share confidential information

Annex lll: Descript¡on of Applicable D¡spute Resolution Processes (Redress)

Annex lV: Descript¡on of Oversight over PCAOB implementat¡on of DPA safeguard
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Annex ll

L¡st of Entities w¡th whom the PCAOB ¡s perm¡tted to onward share confidential information

The th¡rd part¡es with whom the PCAOB may onward share personal data referenced in Article lll, sect¡on

7 of the Data Protection Agreement are enumerated ¡n sect¡on 105(bx5xB) of the sarbanes-oxley Act of
2002, as amended, wh¡ch states:

(B) Ava¡lability to government agenc¡es.- without the loss of its status as confidential and privileged

in the hands of the Board, all information referred to in subparagraph (A) lof Section 105(bX5)]

may-

(i) be made available to the lsecurities and Exchange Comm¡ssionl; and

(ii) in the discretion of the Board, when determined by the Board to be necessary to accompl¡sh

the purposes of th¡s Act or to protect ¡nvestors, be made available to-

(l)the Attorney General ofthe United States;

(ll) the appropr¡ate Federal funct¡onal regulatoÉ (as defined in sect¡on 509 of the Gramm-

Leach-Bliley Act (15 U.S.C. 6809)), other than the lsecurities and Exchange Commission],

and the Director of the Federal Housing Finance Agency, with respect to an audit report

for an ¡nstitut¡on sub.¡ect to the jurisdict¡on of such regulator;

(lll) State attorneys general in connection with any criminal investigat¡on;

(lV) any appropriate State regulatory authorit/; and

(V) a self regulatory organization, w¡th respect to an aud¡t report for a broker or dealer

that is under the .¡urisdiction of such self regulatory organization,

each of which shall ma¡nta¡n such information as confidential and privileged.

I The term ,Federal functional regulato/ in (BXi¡Xll) above is defined in 15 U.S.C. § 6809 to include:

. the Board ofGovernors ofthe Federal Reserve system,

. the Office ofthe comptroller ofthe Currency,

the Board of Oirectors of the Federal Deposit lnsurance Corporat¡on,

. the D¡rector of the Off¡ce of Thrift Supervis¡on,

. the Nat¡onal Credit Un¡on Administration Board, and

. the Securities and Exchange commission.

other than the sEc, these are the var¡ous regulators of financ¡al institutions ¡n the un¡ted states.

4 The term 'State regulatory authorit¡es' under PCAOB Rule 1OO1(aXxi) means "the State agency or other authority

responsible for the l¡censure or other regulation of the pract¡ce of accountiñg in the State or States hav¡ng

iur¡sd¡ct¡on over a registered publ¡c account¡ng f¡rm or assoc¡ated persons thereof...." These would largely be the

State Boards of Accountancy ¡n the U.S.
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Annex lll

Description of Appl¡cable D¡spute Resolution Processes (Redress)

The PCAoB's redress mechanism referenced ¡n the data protect¡on a8reement (DPA) allows a data

subject to seek redress of unresolved claims or disputes about the PCAOB'5 process¡ng of his or her

personal data received under the DPA. The redress mechanism includes two levels of review. As

described in the DPA, the first level of review will take place ¡n front of an ¡ndependent function within

the pCAOB (the PCAOB Hearing Officer) and the second level of revíew will take place in front of an

independent funct¡on contracted by the PCAOB (a hearing officer outsourced from an independent

entity).

1. F¡rst Level of Redress - PCAOB Hearing Officer

The pCAOB Hearing Officer serves as the independent, impart¡al reviewer of fact in a formal

adm¡n¡strative proceedinE requiring an authoritative decision. The PCAOB Hearing Off¡cer ¡s an attorney

who is employed by the PCAOB and subject to the PCAOB Eth¡cs Code and the restrictions under Section

1OS(bX5) of the Sarbanes-Oxley Act (Act), including with respect to handling of confidential and non-

public information, but is independent of all PCAOB Divisions and Offices responsible for requesting and

processing personal data in connect¡on w¡th the PCAOB's oversight activit¡es. ln exercising his or her

duties, the PCAOB HearinB Officer has a respons¡bility to act w¡th honor and ¡ntegrity so that all rul¡ngs,

decisions, conclusions and judgments therein are fair and impartial. These fundamental attributes of

necessary and appropr¡ate author¡ty, independence, object¡v¡ty, impart¡ality, and fairness are applicable

to the redress mechanism.

The following features of the PcAoB's office of the Hearing officer and PcAoB rules are des¡gned to

ensure the PCAOB Hearing Office/s independence:

¡ The pCAOB's Office of the Hearing Officer h¡res and maintains its own staff, and both the PCAOB

Hearing Officer and staff are kept physically separate from other PCAOB staff. The PCAOB is

obligated to provide appropr¡ate funding and resources to the PCAOB's Off¡ce of the Hearing

Officer.

o Board members and PCAOB staff are specifically prohibited from attempt¡ng to improperly

¡nfluence the PCAOB Hearing Officer's decisions (¡n the l¡tigation of a matter, staff may only

provide evidence and arguments on notice and with opportunity for all parties to partic¡pate).

Breaches of this requ¡rement would subject staff to discipline under the PCAOB Ethics Code.

. A PCAOB Hearing Officer may not be term¡nated or removed from a case to influence the

outcome of a proceeding, and term¡nation of the PCAOB Hearing Officer requires approval of the

U.S. Securit¡es and Exchange Comm¡ssion.

o All decisions about the PCAOB Hearing Officer's performance and compensation may not

consider the outcome of proceedings.

The PCAOB Hearing Officer would independently review the mer¡ts of a formal complaint as to whether

the PCAOB staff complied with the safeguards described in the DPA when process¡ng the data subject's

personal data and issue an authoritat¡ve decision with¡n a reasonable time.
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Under the first level of redress, a data subject would subm¡t a formal complaint to the PCAOB Office of
the Hear¡ng officer describing with specificity the data subject's claíms or disputes about the PcAoB's

processing of his or her personal data. The PCAOB staff involved ¡n the processing of the data subject's

personal data would file a response to the complaint, and the PCAOB counterpart to the DPA may submit

a response to describe its involvement with respect to the process¡ng and transfer of the personal data at

issue. The data subject would receive a copy of all responses subm¡tted to the PCAOB Hear¡ng Officer,

except that any information that is confidential under Section 105(bX5) of the Act would have to be

redacted. The PCAOB Hear¡ng Officer would review the formal complaint and responses and make an

authoritative decision on any disputed facts presented as to whether PCAOB staff complied with the

safeguards described in the DPA when processing the personal data at issue.

The first level of redress would conclude when the PCAOB Hear¡ng Officer issues a written decis¡on

regarding the data subject's complaint. lf the PCAOB Hearing Officer concludes the PCAOB staff d¡d not

comply with the safeguards in the DPA that are the subject of the compla¡nt, the PCAOB Hearing Officer

will order the PCAOB staff to comply with the respective safeguards. The PCAOB Hear¡ng Officer's

decision in favor of the data subject is binding on the PCAOB staff, and the PCAOB or its staff may not

seek further review of the PCAOB Hearing Office/s decision. All parties involved would rece¡ve the results

of the adm¡n¡strative proceeding, and the data subject would receive a form of the formal decision

prepared ¡n compl¡ance with the confidential¡ty restrictions under Section 105(bX5) of the Act. When

informed of the PCAOB Hearing Office/s decision, the data subject also w¡ll be provided with notice of

the second level of redress described below and informat¡on about the process for commencing such

second level of redress.

2. Second Level of Redress - Hearing Officer Outsourced from an lndependent Entity

The second level of redress established by the PCAOB will afford a data subject an opportun¡ty to seek a

review of the formal decision issued by the PCAOB Hearing Officer. The PCAOB will utilize the services of

an independent entity, with whom the PCAOB has contracted for s¡milar serv¡ces ¡n the past,s to provide

hearing officer services for the second level of redress. These hearing officers are experienced attorneys,

who, while performing servlces for the PCAOB under the agreement, are subject to PCAOB rules -
including the PCAOB Ethics Code and independence and impartial¡ty measures under PCAOB adjud¡catory

rules. Pursuant to a contract, upon the PCAOB'S request, the independent entity would provide one of its

hearing off¡cers to pres¡de independently and ¡mpart¡ally over any redress matter. A hearing offlcer

reta¡ned to preside over the second level of redress would be designated as a "redress revlewe/'and

would execute an enforceable non-disclosure agreement w¡th the PCAOB to confirm the retained hear¡ng

officer will adhere to the confidential¡ty restrictions under Sect¡on 105(bX5) of the Act when reviewing

confident¡al information received during the redress proceeding.

To obta¡n a second level of redress, the data subject must file a petition with the PCAOB'S Office of the

Secretary no later than 30 days after service of the PCAOB Hearing Office/s decision. The pet¡tion shall

identify alleged errors or deficiencies ¡n the PCAOB Hearing Officer's decision from the first level of

redress. The pCAOB's Secretary will promptly (within 30 days) issue an order assigning the matter to the

independent entity, which will designate a hear¡ng off¡cer to serve as the redress reviewer.

s Because the PCAOB has not, to date, employed more than one Hear¡ng Officer, the PCAOB contracted with

another regulatory body to obta¡n access to the¡r hearing officers. When additional hearing officers were needed,

the¡r hear¡ng officers have acted as ¡ndependent consultants/contractors of the PCAOB and presided over certain

d¡sc¡plinary proceed¡ngs. The second level of redress would be conducted by one of these hearing off¡cers, or under

a sim¡lar arrangement.
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The redress reviewer will receive supporting arguments and any additional supporting documentation

from each party involved (including the data subiect, PCAOB counterpart to the DPA, and PCAOB staff).

As with the first level of redress, the data subject will receive a copy of all responses submitted to the

redress reviewer, except that any information that is confident¡al under Sect¡on 105(bX5) of the Act

would be redacted.

Based on the parties' submissions and the underlying record, the redress reviewer shall consider whether

the PCAOB'S Hearing Officer's findings and conclusions were arbitrary and capricious, or otherwise not ¡n

accordance with the DPA. At the conclusion of the review and within a reasonable time, the redress

rev¡ewer shall issue a written decision addressing the data subject's challenges to the underlying

decision. lf the dec¡s¡on concludes that the PCAOB staff did not comply w¡th the safeguards in the DPA,

the redress rev¡ewer will order the PCAOB staff to comply with the respective safeguards. The redress

reviewe/s decision shall serve as the final determinat¡on ¡n the matter.
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Annex lV

Overs¡8ht over PCAOB implementation of DPA safeguards

Under the DPA, independent oversight over the PCAOB's compliance with the safeguards provided in the

DPA is provided by the PCAOB'S Office of lnternal Overs¡ght and Performance Assurance ("IOPA" or the

"Office"¡.0

IOPA is an independent off¡ce w¡thin the PCAOB that is charged with "providing ¡nternal examination of

the programs and operat¡ons of the PCAOB to help ensure the internal efficiency, integr¡ty, and

effectiveness of those programs and operations. The assurance provided by the Office is intended to

promote the conf¡dence of the public, the Secur¡t¡es and Exchange Commission, and Congress ¡n the

¡ntegrity of PCAOB programs and operations."T

To achieve its miss¡on, among other act¡ons, IOPA must identify risks to the efficiency, integrity, and

effect¡veness of PCAOB programs and operations, and, based on ¡ts risk assessment, conduct

performance and quality assurance reviews, aud¡ts, and inqu¡r¡es to detect and deter waste, fraud, abuse,

and mismanagement in PCAOB programs and operations; and recommend constructive actions that,

when implemented, reduce or elim¡nate identified risks, and promote compliance w¡th appl¡cable laws,

regulations, and PCAOB rules and policies.

IOPA's activities ¡nclude, among others:

o providing ongo¡ng quality assurance w¡th regard to the design and operat¡n8 effect¡veness of

PCAOB programs;

o Conducting inquiries relating to PCAOB programs and operat¡ons; and

o Receiving and reviewing allegat¡ons of wrongdoing lodged against PCAOB personnel as well as

tips and compla¡nts of potential waste, fraud, abuse, or m¡smanagement in PCAOB programs or

operations.

ln order to carry out ¡ts work, pursuant to the IOPA Charter, the Director and staff of IOPA must "be free,

both ¡n fact and appearance, from personal, external, and organizational impa¡rments to independence'"

ln order to promote such independence, unl¡ke other PCAOB employees (who generally report to a s¡ngle

individual at the PCAOB), the D¡rector reports directly to all five members of the PCAOB Board. Under the

topA charter, the "[e]valuat¡on of the Direaor's performance and the setting of his/her compensat¡on

shall be based on the D¡rector's management of the Off¡ce, effective execution of the Off¡ce's work, ...

and shall not be based on the nature of the results from the Office's reviews, audits, and ¡nqu¡r¡es." ln

addition, lopA's ¡ndependence is promoted by the fact that the D¡rector's term in office ¡s limited to a

s¡ngle f¡ve-year term, and IOPA itself ¡s subject to a regular external quality assurance rev¡ew. IOPA also

may report to the pCAOB's General Counsel, ¡nclud¡ng the Eth¡cs Off¡cer, regarding its work, ¡nclud¡ng the

results of inquiries into tips, complaints, and/or allegations of professional or ethical m¡sconduct. Finally,

6 DpA Sec. 9 states that, upon request from the PCAOB's counterpart to the DPA to conduct an ¡ndependent review

of the compliance w¡th the safeguards ¡n the DPA, the PCAOB w¡ll notiry IOPA to perform a rev¡ew to ascertain and

confirm that the safeguards in the DPA are being effectively implemented.

7 see IOPA Charter
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IOPA has guaranteed unrestricted access to all personnel and records, reports, audits, rev¡ews,

documents, papers, recommendat¡ons, or other mater¡als of the PCAOB.

Should IOPA become aware of "particularly serious or flagrant problems, abuses, or deficiencies relating

to the admin¡stration of PCAOB programs and operations and that warrant immediate ... Board

attention," IOPA must immediately report such information to the PCAOB Board, and such information

also must be reported to the SEC within seven calendar days.

ln order to conduct its work, IOPA follows accepted standards and requ¡rements. These include the

mandatory guidance of the lnst¡tute of lnternal Auditors, such as the (i) lnternational Standards for the

Professional Practice of lnternal Aud¡t¡ng, (ii) Core Principles for the Professional Pract¡ce of lnternal

Aud¡t¡ng, (iii) Definition of lnternal Audit¡ng, and (¡v) Code of Ethics.

With respect to the DPA, IOPA has the ability to conduct a review of the PCAOB'5 compliance with

relevant data protection safeguards:

. On IOPA'S own ¡n¡tiat¡ve, e.g. based on ¡ts assessment of risks to the PCAOB'S programs and

operations;
. ln response to tips, complaints, and/or allegations of professional or eth¡cal misconduct; or

. Upon request of the PCAOB Board (e.g. to comply w¡th the requirement under the DPA that the

PCAOB ask for a review by IOPA upon a request).

ln order to conduct such a review, as noted above, IOPA has unrestr¡cted access to all PCAOB

documentation relating to the relevant PCAOB activities.

ln conducting its revlew, IOPA will follow its standard aud¡ting process, in accordance with the lnstitute of

lnternal Auditors' lnternational Standards, consisting of the follow¡ng phases.

plonning - Determine the audit objectives and appropriate audit criter¡a. (Audit cr¡ter¡a would be based

on the safeguard provis¡ons described in the data protection agreement.) Also, preliminarily assess r¡sk to

accomplishing management's objectives and identify controls ¡n place to mit¡gate the risks. Determine

appropriate audit scope relat¡ve to the processes and control procedures to be reviewed and tested.

Design substantive compliance tests to be performed to assess the design and operat¡ng effectiveness of

the stated data protection safeguards.

Execution - Following the documented audit program, perform the test work. Test work will generally

consist of rev¡ew of policies and procedures and information system process flow descriptions; ¡nterviews

with process and control owners; walkthroughs/demonstrations of safeguards and related controls;

auditor re-performance of certain safeguards/controls; auditor test¡ng of safeguards/controls based on

representat¡ve sample selections and review of supporting documentat¡on ev¡denc¡ng control design and

operat¡on.

euotity Review - lOpA management will supervise on-goíng work, and review and approve work product

generated by the staff. IOPA management w¡ll determine the propriety of any audit issues ra¡sed and the

adequacy of supporting evidence.

Reporting -l}pAwill draft a report disclosing the results of ¡ts review. Recommendations will be made to

amel¡orate the noted issues. The report will include PCAOB staffs wr¡tten response, indicat¡ng

concurrence w¡th the noted audit observat¡ons, correct¡ve actions taken or planned, and target dates for

completion. Reports will be reviewed by the PcAoB Governing Board and will be provided to the PcAoB's
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counterpart to the DPA after the PCAOB'S Govern¡ng Board approves the nonpublic d¡sclosure of the

report to that counterpart. Board approval addresses only the nonpublic disclosure of IOPA's findings, as

required by the PCAOB'S Ethics Code, and does not ¡nclude Board involvement ¡n determ¡n¡ng the

content of IOPA's report, including the results of the review.

Follow-Up - At the appropriate t¡me, IOPA will follow-up on PCAOB staffs corrective act¡ons to verify

that they have been satisfactor¡ly completed.
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